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Publication History

| Note: The publication history of releases 1.x and 2.x can be found in the release 2.3.0 documentation. |

3.0.0 30.06.2025 | Updated based on content change: Final

e (C-Roads_WG2_References
e C-ITS Service and Use Case Definitions
o This includes the replacement of the RWW chapter
with the content of the RWW handbook
o This document has been split up into separate
documents for each chapter
e C-ITS Message Profiles
e C-ITS IP Based Interface Profile
e M24 - EU-C-ITS Interoperability Report

3.1.0 01.11.2025 | Updated documents to new version numbers Final

New document layout
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Acronyms

Acronym Explanation

C2C-CC Car 2 Car Communication Consortium

C-ITS Cooperative Intelligent Transport Systems

EU European Union

IP-based The Internet Protocol (IP) is the principal communications protocol in the Internet protocol
suite for relaying datagrams across network boundaries. Its routing function enables
internetworking and essentially establishes the Internet.

ITS Intelligent Transport Systems

ITS-G5 ITS-G5 is a European standard for ad-hoc short-range communication of vehicles among
each other (V2V) and with Road ITS Stations (V2I). The ITS-G5 Access layer specification for
Intelligent Transport Systems operating in the 5 GHz frequency band is given in ETSI EN 302
663. ITS-G5 is a profile of the amendment IEEE 802.11p, which has been incorporated into
the main IEEE 802.11 standard, and an IEEE 802.2 LLC. It uses the 5.9 GHz frequency band
to support safety- and non-safety ITS applications.

TF1 Task Force 1

TF2 Task Force 2

TF3 Task Force 3

TF4 Task Force 4

TF5 Task Force 5

V21 Vehicle to Infrastructure communication; Information exchange between vehicles and
infrastructure.

V212V Vehicle to Infrastructure to Vehicle communication; Information exchange from vehicles to
infrastructure to vehicles

V2V Vehicle to Vehicle Communication; information exchange between vehicles.

WG1 Working Group 1

WG2 Working Group 2

WG3 Working Group 3

WG4 Working Group 4

WG5 Working Group 5

Acronym Explanation

e.g. In Latin “exempli gratia” which stands for: “For Example”

i.e. In Latin “id est” which stands for “In other words”
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1. Introduction

1.1 C-Roads platform for harmonisation of C-ITS
deployment

The C-Roads Platform is a joint initiative of European Member States and road operators for testing and
implementing C-ITS services in light of cross-border harmonisation and interoperability. Through the C-Roads
Platform, authorities and road operators join together to harmonise the deployment activities of cooperative
intelligent transport systems (C-ITS) across Europe. The goal is to achieve the deployment of interoperable
cross-border C-ITS services for road users.

C-ITS enables vehicles to interact directly with each other and the surrounding road infrastructure. In road
transport, C-ITS typically involves vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V21) communication.
To enable an efficient and undisturbed exchange of information within these services as well as a cross-border
implementation, harmonised C-ITS specifications are indispensable. The approach starts from a functional
perspective, then requirements applicable to all implementations and then towards technology specifications
of currently validated implementations (ITS-G5 for short range communication, IP based for long range
cellular). To meet these challenges, there are four Working Groups in which technical and organisational topics
are addressed as the working level of C-Roads. The first Working Group is concerned with organisational tasks,
the second with Technical Aspects and the third with Evaluation and Assessment. The fourth Working Group
is about Digital Transport Infrastructure (DTI). Next to these working groups there are 3 collaboration groups
(Blue-light, Urban and Rail) which interact on specific thematical topics with the working groups. The Working
Group “Operations and C-ITS Deployment Strategy” (WG-0S) focuses on the setup of a structure for
permanent operation of the infrastructure-based European C-ITS system and networks in a multi-stakeholder
environment. Here, not only C-Roads implementations are considered, but also the foundations for a general
European C-ITS framework are created.

The C-Roads Platform is steered by the C-Roads Steering Committee which is composed by Member State
representatives. With the support of the Supporting Secretariat, decisions for achieving the goal of the
implementation of interoperable end-user services are taken. In this respect specifications, plans and reports,
which are proposed and recommended by specific Working Groups, are approved. Within WG2 these
specifications are harmonized in 5 Task Forces and derived from pilot and implementation activities and the
basis for further pilot and implementation activities. This especially goes with technical decisions, which
influence deployment and procurement decisions at pilot sites.

The Working Groups are installed as decision support for the Steering Committee to ensure proper decisions
towards interoperable deployments. Individual experts participating in the single pilots work together in these
Working Groups to prepare proposals and recommendations.
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Figure 1: Overview of C-Roads coverage

1.2 C-ITS services

Cooperative ITS (C-ITS or cooperative systems) encompass a group of ITS technologies and applications that
allow data exchange through wireless communication technologies between components and actors of the
transport system either between vehicles (vehicle-to-vehicle or V2V) or between vehicle and infrastructure
(vehicle-to-infrastructure or V2I).

The deployment of C-ITS is an evolutionary process that will start with less complex ITS applications. These are
referred to as “Day-1-services”, encompassing messages about for example traffic jams, hazardous locations,
roadworks, signalised intersections, as well as weather information and speed advice to harmonise traffic.

The intend of these services is to preserve traffic safety, traffic flow efficiency and minimum externalities. In
addition, the tasks and responsibilities of road authorities also include operation of the traffic network and
safeguarding collective interest. In light of the 1968 Vienna Convention, the C-ITS services are much related to
operational tasks:

e Provide informative information to road users intended to guide road-users while they are travelling or
to provide them with other information which may be useful (e.g. facility, direction, position, road/place
identification or confirmation signs).

e Set regulatory boundaries through signs intended to inform road-users of special obligations,
restrictions or prohibitions with which they must comply e.g. priority, prohibitions, restrictions,
obligations and special regulations. .
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e Provide danger (safety) warnings to road users through signs intended to warn road-users of a danger
on the road and to inform them of its nature.

All three tasks are significantly different, with varying levels of importance and performance requirements. C-
ITS services are gradually becoming an integrated part of the complete set of instruments, measures and tools
that support road authorities and road operators to execute their operational tasks. Moreover, there is a
parallel between aforementioned operational tasks and the C-ITS messages used by Day-1-services. For
example, there are messages that provide informative and advisory information on road signage, driving
context, road works and road topology. In addition, there are messages that provide regulatory information
on road signage, speed limits and traffic lights, while the last category of messages contains information on
road hazards and abnormal traffic conditions.

1.3 Purpose of a reading guide to the WG2 C-Roads
documentation

The purpose of this reading guide is to support the following objectives:

e Stakeholders must be able to find their way through the C-Roads documentation based on their (policy)
objectives, interests and needs.

e Stakeholders must be able to recognize their tasks and responsibilities in the service definitions and
specifications.

e The C-Roads library must have a clear single entrance and should naturally and logically unfold from the
functional definitions.

e The scope of C-Roads in the broader context of traffic management and tasks and responsibility of road
authorities must be explained.

The primary target audience of the C-Roads specifications are road authorities (e.g. policy makers, road
operators, traffic managers, traffic engineers) who are in charge of maintaining and operating roads in order
to preserve traffic safety, traffic flow efficiency and minimize externalities, and industry and service providers
who deliver the capabilities for the required functionality.

Working Group 2 is the key working group to fulfil the harmonised functional, technical and process
specifications for the C-ROADS platform and is itself divided into five task forces, which cover different subjects
according to the subdivision below.

1. Task Force Security Aspects (TF1)

2. Task Force Service Harmonisation (TF2)

3. Task Force Infrastructure Communication (TF3)
4. Task Force Hybrid Communication (TF4)

5. Task Force Cross-Testing and Validation (TF5)

The C-Roads documentation and requirements focusses on the harmonised communication profile for C-ITS
services and comprises the results of several test cycles of the C-Roads partners across Europe and is already
fine-tuned with the automotive industry (C2C Communication Consortium). Initially the new services and Use
Cases were specified, regarding the European, multi-operator and multi-vendor environment. This was done
through structured definitions of each individual service and use case. Traffic management issues, such as
usage and processing of data for traffic management, were identified and integrated into the overall picture
of influencing factors, which will also contain the link to urban environments. Moreover, in order to ensure C-
ITS service consistency for users, recommendations from the road operator’s point of view on the visualisation
or presentation of messages on HMls are discussed. On this basis, further requirements were defined which
form the common basis for the functional and technical specifications. These specifications target the
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communication between road operators and vehicles and form the basis for the roll-out of infrastructure
driven C-ITS services all across Europe and will be extended with each new release. Working Group 2
established a process to ensure the delivery of a new release every 6 months. The release documents contain
specific requirements, standards or use case descriptions. This document provides an overview of all the
deliverables and the specifications which are part of the latest release.

1.4 Story board C-Roads C-ITS deployment
documentation

The C-Roads C-ITS Deployment Documentation and Requirements is much related to a common project life
cycle of a system implementation. As a guide to the C-Roads Documentation, a story board based on such a
project life cycle is provided in this section. The story board should be read from left to right and shows the
different stages of the project life cycle and how the C-Roads Documentation is related to it, thereby can be
supportive to road authorities and other stakeholders.

Figure 2 provides a high-level overview of the C-Roads Working Groups. The story board starts with the
assumption that a road authority has a basic understanding of C-ITS and decided to implement a C-ITS service.
Roughly, the implementing authority will face three phases as depicted. The scope of this general introductory
document is limited to phase 2, the technical aspects, which are addressed by working group 2. Further details
are shown in Figure 3.
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Figure 2: Overview of C-Roads Working Groups

Figure 3 shows on a more detailed level the story board of a C-ITS implementation project and which C-Roads
WG2 documents are related to each of the stages. The stages are briefly described below, and a brief
description of the documents is provided in Section 1.5. The grey marked parts of the charts indicate that
there is no WG2 documentation available (yet) for that part. The document icons mark the specific WG2
documentation. The orange indicated document is the present document.
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Figure 3: Story board and C-Roads documentation

Stage 1: Start C-ITS Implementation

This stage is the project initiation. It is assumed that the road authority has a basic understanding of C-ITS and
decided to implement a C-ITS service. This general introductory document is the main entry point for the road
authority and other involved stakeholders to the C-Roads Deployment Documentation and Requirements. The
reference document gives an overview of all references used in all C-Roads WG2 documentation.

Associated C-Roads document(s):

e WG2: Introduction to the C-Roads WG2 Deployment Documentation and Requirements

e WG2: Reference document

Stage 2: High Level Service Specific Definitions

In this stage the road authority and other involved stakeholders further define the intended C-ITS service and
for what use cases it should be implemented. Objectives, expectations of the system, the involvement, and
responsibilities of actors, etc. all need to be declared.

Associated C-Roads document(s):

e TF2: C-ITS Service and Use Case Definitions

Note: an important aspect, but not in scope of the C-Roads Documentation, are regional policy, conditions and
constraints. These are likely to be a decisive factor when implementation choices have to be made, therefore
are recommended to be clearly reported as a supportive documentation, but not provided by C-Roads.

Stage 3: System Specification

Once the service(s) and use cases are defined, the common system specifications for C-ITS Messages and C-
ITS Security follow naturally. These common specifications apply to all C-ITS implementations and are a
prerequisite to be part of the C-ITS trust domain, irrespective of the architecture and technology choice.
Associated C-Roads documents:

e TF1: C-ITS Security & Governance
TF2/TF3: European Handbook for MAPEM/SPATEM creation

TF3: C-ITS Message Profiles
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Stage 4: Architecture & Technology Definition

This stage is not supported by C-Roads Documentation and can be very dependent on regional conditions and
constraints, e.g. geography, financial resources, organisational processes, previous technology choices, legacy
systems, etc. Once architecture and technology choices are made, the C-Roads Documentation covers
requirements for either ITS-G5 implementation and/or Cellular IP-based implementation.

Stage 4a: ITS-G5

ITS-G5 is a communication for ad-hoc, short-range, direct communication of vehicles among each other (V2V)
and with Roadside ITS Stations (V2| and 12V). It utilizes an option (dot110CBActivated) of the IEEE 802.11
WLAN standard in order to do so.

This technology (and possibly others) uses the 5.9 GHz frequency band to support safety- and non-safety ITS
applications.

For implementation of the C-ITS service based on ITS-G5, the road authority and involved stakeholders shall
rely on the C-ITS Protection and System Profiles that specify the minimum set of standards and fill the missing
gaps necessary for the realisation of an interoperable roadside implementation..

Associated C-Roads document(s):

e TF1: C-ITS Protection Profile for a Roadside ITS Station Gateway
e TF3: C-ITS Roadside ITS G5 System Profile
e TF3: C-ITS Infrastructure Mobile ITS G5 System Profile

Stage 4b: IP-Based

For implementation of the C-ITS service based through IP based long range communication networks/ backend
networks, the road authority and involved stakeholders need to decide in this stage how to establish the
information-sharing network, i.e. a deployment model, to interconnect multiple C-ITS actors. Data
communication for exchange of C-ITS messages between backend of C-ITS services is an important
prerequisite for interoperability.

Associated C-Roads document(s):

e TF4: C-ITS IP Based Interface Profile

Stage 4a and 4b:

e TF1: C-ITS Security Requirements & Specifications
e TF1: C-ITS Delegation mechanism

Stage 4c: Hybrid

Hybrid communication means that C-ITS messages are transmitted to end-user devices using multiple
communication channels, for example both ITS-G5 and cellular. It is probable that additional functional and
technical requirements apply for such implementations, but at present this is not yet defined in the C-Roads
Documentation.
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Stage 5: Test & Pilot

To ensure that the implementation of C-ITS service works properly in a European, multi-operator and multi-
vendor environment, it is important to test and validate system interoperability. To prove that the
implemented system meets the requirements and specifications, the road authority and involved stakeholders
have to perform compliance assessment, following a predefined procedure.

Associated C-Roads document(s):
e TF5: C-ITS Cross-Border Testing and Validation Concept
e TF5: C-ITS Test Plan

e TF5: C-ITS Cross-Border Testing: PCAP Exchange Specification
e TF5: C-ITS EU Interoperability Report (M24)

Note: the implementing road authority most probably will also be interested in the impact of the C-ITS service
on indicators like traffic safety, traffic flow efficiency and externalities. An evaluation and assessment
framework is not in scope of working group 2, but provided by working group 3.
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1.5 C-ITS documentation release and version overview

The table below provides an up-to-date list of the latest applicable and agreed upon C-Road documents.

Task Current Previous
Document . Date .

Force version version

WG2 |Introduction to the C-Roads WG2 Deployment Documentation and 3.1.0 01/11/2025 3.0.0

Requirements

This document gives an introduction to and an overview of the
documentation developed in C-Roads WG2 and the structure of and the
relation between these requirement documents.

WG2 |Reference Document 3.1.0 01/11/2025 3.0.0

This document gives an overview of all references used in all C-Roads
WG2 documentation.

TF1  |C-ITS Security Requirements and Specifications 3.1.0 01/11/2025 3.0.0

This document provides the detailed specifications for the certificates
that are required to sign C-ITS messages.

TF1  |C-ITS Security and Governance 3.1.0 01/11/2025 3.0.0

This document provides an overall introduction to the common
European trust model and builds on the European Certificate Policy for
C-ITS, which is referring to the relevant ETSI standards for certificates
and PKI management as the underlying technical basis

TF1 |C-ITS Delegation mechanism 3.1.0 01/11/2025 3.0.0

This document describes a proposition to manage the delegation of
IVIM’s ServiceProviderID.

TF1 |C-ITS Protection Profile for a Roadside ITS Station Gateway 1.0* 22/03/2024 N/A

This Protection Profile defines the Security Functional Requirements
(SFRs) and the Security Assurance 136 Requirements (SARs) for a
Roadside ITS Station Gateway.

*This document has a different status as it is published by the BSI, see
https.//www.bsi.bund.de/SharedDocs/Zertifikate CC/PP/aktuell/PP 012
2.html

TF2 |C-ITS Service and Use Case Definitions — a series of 11 documents 3.1.0 01/11/2025 3.0.0

This document series offers one document for each service category.
Each of these documents contains the functional descriptions for all use
cases of the service category. Furthermore, the generic reference to
specific other C-Roads WG2 documentation that is needed and the
harmonized use case specific settings are described.

TF2/TF3 |European Handbook for SPATEM and MAPEM creation 3.1.0 01/11/2025 3.0.0

This informational document builds upon the other C-Roads
documentation to provide recommended practices for the use and
application of the data structures of MAPEM and SPATEM to convey
intersection topology and signalling information. It offers examples of
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intersection configurations and how to describe them using the data
elements available.

TF3  |C-ITS Message Profiles 3.1.0 01/11/2025 3.0.0

This document specifies the Facility Layer Service profiles used in C-
Roads to implement the different Application Layer Services and Use
Cases

TF3  |C-ITS Infrastructure Mobile ITS G5 System Profile 3.1.0 01/11/2025 3.0.0

This document specifies the requirements necessary for the realization
of an interoperable, mobile roadside ITS-Station

TF3  |C-ITS Roadside ITS G5 System Profile 3.1.0 01/11/2025 3.0.0

This document specifies the requirements necessary for the realisation of
an interoperable roadside ITS-Station, except for mobile roadside ITS-
Stations

TF4 |C-ITS IP Based Interface Profile 3.1.0 01/11/2025 3.0.0

This document specifies the requirements and interface profiles
necessary for the realisation of backend communication for service
interoperability.

TF5 |C-ITS Cross-Border Testing and Validation Concept 3.1.0 01/11/2025 3.0.0

This document describes the overall Cross-Border Testing and Validation
concept. It provides a clear scope and necessary distinctions for the
interoperability testing of C-Roads. It elaborates on the framework of
interoperability testing. Finally, it documents the processes how the
testing requirements were derived and provides recommendations for
the tests.

TF5 |C-ITS Test Plan 3.1.0 01/11/2025 3.0.0

This deliverable contains detailed test cases to validate the
interoperability of C-ITS implementations.

TF5 |C-ITS Cross-Border Testing: PCAP Exchange Specification 3.1.0 01/11/2025 3.0.0

This document contains a common procedure to execute one step of
the methodology for validating the cross-border interoperability of C-ITS
services.

TF5 |C-ITS EU Interoperability Report (M24) 3.1.0 01/11/2025 3.0.0

This informational document summarizes the results of the
interoperability tests that were held during the 2021’s spring organized
by different MS.
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